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A simple guide to staying safe
online in an Al-powered world.
Practical tips, real-life examples, and
simple steps to help you protect

yourself, your loved ones, and
what matters most.

PROTECT

Your Information

PREVENT
Scams & Fraud
O In an Al-powered
@©
SPOT
SCAMS

STAY PREPARED
digital world

PROTECT UNDERSTAND KEEP YOURSELF BE READY
YOUR ACCOUNTS Al RISKS & OTHERS SAFE FOR WHAT'S NEXT

LET'S GET STARTED.
YOUR CYBER SAFETY JOURNEY )
BEGINS NOW.

SAME PEOPLE. SAME ROAD.
A SAFER CANADA.



1 | wetcowe tothe sounver )y
HOW CYBER READY
ARE YOU?

The online world is part of everyday life—
from banking and shopping to staying
connected with family and using Al tools.
This quick check will help you see where
you're doing well and where you can
stronger, so you can stay safer online.

_@_ THE REALITY: canadians are increasingly targeted by online scams, fraud, and Al-driven threats.
Source: Canadian Anti-Fraud Centre, 2024

GUICK SELF-ASSESSMENT [ Where do you stand on your cyber safety journey?

Check the box that best describes you today.
| NOT YET % INPROGRESS YES
AREAS TU EGNS!DER | need to work on this. I'm working on it. I'm confident.
| use strong, unigue passwords
and multi-factor authentication (MFA). D D

| can spot suspicious emails, texts
and phone calls.

| think carefully before sharing
personal information online.

| understand the risks of Al tools
and know how to use them safely.

| keep my devices and apps updated.
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EVERY JOURNEY STARTS Use this assessment as your starting point. You'll revisit it at the
WITH A CLEAR VIEW. end of the guide to see how far you've come!
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YOUR ROADMAP TO
CYBER SAFETY

This guide takes you on a step-by-step journey
through the key areas every Canadian should
know to stay safe online. Each stop gives you
practical tips, real-life examples, and simple
actions you can take right away.

EACH STOP BUILDS CONFIDENCE.
EACH MILE MAKES YOU SAFER.
LET’S HIT THE ROAD.

YOUR PROGRESS TRACKER
STOP PROTECT YOUR ACCOUNTS

1 Build strong passwords, use Check off each stop as you go.
multi-factor authentication, and Every step you complete brings
secure your digital identity. you closer to a safer you online

("] PROTECT

9 @ YOUR ACCOUNTS U

X '@ SPOTTHESCAM [

/:_ﬂ UNDERSTAND 0

V4 Al RISKS

'. SOCIAL MEDIA &
PRIVACY

% Protect your personal information - /ED RESPOND
and think before you share, b |
O = \/ & RECOVER :]
7

<] y Recognize common scams,
fraud tactics, and red flags
before you act.

STOP UNDERSTAND Al RISKS

3 Learn how Al is changing
scams and what to watch for.

RESPOND & RECOVER P FINISH STRONG.
What to do if something | ~ -
Whottadoit someptivg leppore N @) 11-12 STAY SAFE.

b ~
s \ Revisit this guide anytime

YOU'VE REACHED to keep building your
cyber safety knowledge

: and stay one step ahead.
ople. Same road
anana
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PROTECT YOUR ACCOUNTS

» CYBER

PASSWORD PARKWAY\
LOCKDOWNYOUR %
ACCOUNTS Y

Your online accounts hold your personal
information, finances, photos and more.
Strong, unique passwords, a password
manager and multi-factor authentication
(MFA) make it much harder for cyber criminals

to getin. “ =
o 3{22{:‘}3“‘{,@""5 REAL LIFE EXAMPLE KEY TAKEAWAYS

o , uni WOor r If a cyber criminal
H g\?erlfi?fporlg:faiisosun?. o gl gelg’our password

>, USESTRONG,
from one website, @ UNIQUE
@ Atleast 12-16 characters they'l try it on *
Use a mix of letters, numbers your email, bank s

and symbols and other accounts

@ Don't reuse passwords across accounts

TRY A PASSWORD
MANAGER

o PASSWORD MANAGER REAL LIFE EXAMPLE K

A password manager securely

Instead of using
stores your passwords so you the same password
A—— don't have to remember them all. o everywhere or writing

Creates strong, unique passwords them down, a password

for you manager keeps track
K h d of them for you —
@ Keeps them encrypted and secure safely and securely

@ Makes it easy to sign in safely

‘9 QUICK TIPS

Change default passwords
on new devices.

MULTI-FACTOR
o AUTHENTICATION (MFA) REAL LIFE EXAMPLE

ﬂ MFA adds another check beyond S a0maone
your password, making it much ﬂ 3 e PapaoR,
harder for someone to access they still need your

your account. phone or se;urlly key
to get in. This extra

@ Use MFA wherever possible step protects you
o Common methods include a code from most account

(text or app), a security key, or a takeovers

biometric (fingerprint/face ID)
o It only takes a few extra seconds

and can stop attackers.

NEXT STOP

E3 READY ~ CYBER BE SMART. BE SAFE. BE T ACCOUNT CHECKPOINT

Avoid using personal info
{e.g., your name or birthday)

Use MFA on email, banking,
social media and work accounts

O 0 00

Review your accounts regularly
and remove ones you no longer use.




ACCOUNT CHECKPOINT:
PROTECT YOUR
DIGITAL IDENTITY

Your accounts are more than just passwords.
Keeping your recovery methods up to date,
checking your logged-in devices, and using
account alerts can help you stay in control

and spot suspicious activity early.
@ RECOVERY METHODS
MAKE SURE YOU CAN GET BACK IN.
If you ever get locked out '
of an account, recovery

methods help you prove
it's you.

) CHECK LOGGED-IN DEVICES

KNOW WHERE YOU'RE SIGNED IN.

Regularly review the devices

that have access to your accounts
Account Recovery and remove anything you don't
recognize.

Your devices

E MacBook Pro

" =) Recovery email 3 D 'Ph"”"-' “.. Y
Add a backup email or o emall@d N

Ahone aube Check active sessions
one nu r

g Windows PC

= [; Phone number .
Ke.ep recovery information | o1 216 EEZ (1% > Slgﬁ out of unknown devices
up to date : ; ; : :
U = R Nl Do this for email, banking, Sign out of all devices
S8 Secure and truste a aibncts ad ? social media and more

contacts

ACCOUNT ALERTS

GET NOTIFIED ABOUT IMPORTANT ACTIVITY.

Turn on alerts so you're
notified about new logins,
password changes or

BASIC SECURITY SETTINGS

TAKE A FEW MINUTES TO REVIEW.

Review your account settings
and make sure they're as
secure as possible.

suspicious activity. © Ssecurity Alent A Hotfications >
o Enable login alerts New sign-in to your account Review privacy settings
. from a new device. N ﬁ Security ’
Get notified about Limit what you share

SGakily Changed Review Activity Turn on extra security D Two-Factor Authentication

o Act quickly if you see features where available
something unusual

Keep control of your accounts.
Keep yourself ahead.

NEXTSTOP
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SPOT THE SCAM ))

SCAM DETOUR

Scams can show up in many ways — emails,
text messages, phone calls, fake websites
and people pretending to be someone you trust.
Know what to look for so you can stop,
think and avoid becoming a target.

SUSPICIOUS
EMAILS

SUSPICIOUS SUSPICIOUS IMPERSONATION
TEXTS CALLS SCAMS

000 G Hitpa-ilpayrod pdate. COm
J#] Canada Revenue Agency

| 7 YourCompany

Action Required: o
Verify Your Account .
—— 5
Dear user, Your ! our payl‘D“ detai
Your account has been Ple pm‘ag‘? Is delayed, y
suspended. Click the link b ase confirm yoyr
below to verify your S 'PRIng address here: e
formatic htto:/lcanae- s 2
Information il ""'t:'g"—"]—u‘—"J—Ui‘-_"_’-_fgk_.,c-_e_i password
) Be cautious of unexpected PP Look for fake websites
Don't click on unexpected ! = R Don't give out personal ! and people pretending
ssages, especially or financial information
links or attachments. to be someone you

those asking for personal ;
over the phone.
information. P trust (e.g., your employer,
bank or a known brand).

STOP. CHECK. ACT. Q v

IF SOMETHING FEELS OFF,
STOP ACT IT PROBABLY IS.
Take a moment Look for signs If it seems —
before you click, it could be a scam Suspicious, Stop. Think. Verify.
reply or share, (e.g., urgent language, report it and dimhe ;
unknown sender) it Stay safe online.

NEXT STOP
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SPOT THE SCAM )

MONEY CROSSING\i
BEFORE YOU PAY

Scammers often create a sense of urgency and
try to get you to send money quickly. Take a
moment to pause and check — once money
is sent, it’s often hard to get back.

'--—"'.:'_;_f»-.. L) =~ ~ 5 5, o2 _

E-TRANSFERS GIFT CARDS CRYPTO FAKE URGENT |

e-| -9- PURCHASES | REQUESTS [
A Iy

ta_ - a -

ranster gend , ting
\nterac © i - 010 gtC fmina f}:‘i‘:ﬂk.
y e’NE‘d a 2 14320 cAD { and can
youve T ¢ 5 _ Can you send M€
roney b 0 : dphones b e-transtT
§1,2000 A e premium Headp $1,000 Y/
 @emat \alet 89S e $250:69 ight NOW:
o 0 qm..'cm(,e bc1q‘;:'|‘?-kgd" 9 $29‘99 rig
10 24 AM
e [ e
Don't send money I Eﬁ legitimate Be cautious if | !fadealseems Scammers often
to someone you H Siness or someone asks M too good to be pretend to be a
don't know or government you to send true, it probably friend, family
weren't expecting will 35_1" you to cryptocurrency is. Watch for member or
' pay with gift — it's hard fake online colleague and
cards. to recover. stores. create urgency.
BEFORE YOU PAY, ASK YOURSELF: KEY TAKEAWAY
Don't send money, share
STOP VERIFY gift cards or pay with crypto
Am | being Is this person Can | confirm unless you're absolutely sure
rushed or or business this request it's legitimate.
pressured? legitimate? through a trusted hath.o
source?

NEXT STOP
6
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UNDERSTAND Al RISKS

»

Al BHANGES
THE SCAM /

Scammers are using Al to create more
convincing messages, voices, videos
and fake identities. It’s getting harder
to tell what'’s real — know what to

SAME FACES.
NEW TRI TRI[:KS.

look for.

Mom .
calling i”’ ”] MESSAGES
your account will be
suspended today. : o
ri
. ‘ Click the link to verty Avery chit Manager
“Hey, It m{‘ L:\;:u | your details. senior Accou
e ?:ui right now?” | com
he EJ- : e ,-LLLHE |I'1'C1||"‘I ﬁ
; L
)
y ’ o
Sounds real, | Looks real, Well written, | Real people,
but it's not. o but it's fake. but still a scam. ' fake profiles.
SPOT THE SIGNS: KEY TAKEAWAY
Al makes scams more
PAUSE VERIFY convincing, but you can
Take a moment Look for signs Confirm through i % F}:
before you it might be a trusted channel still spot them. Pause,
respond. Al-generated (e.g, call the check and verify.
or fake. person directly). —

NEXT STOP
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UNDERSTAND AI RISKS ) )2
C/

REALITY GHECK '
CAN YOU VERIFY T2 28

Al makes it easier to create convincing
messages, voices, videos and fake
identities. Instead of relying on wihether
something “looks real,” take a moment
to verify the person, source or claim.

fo THE PERSON
> |

L 4

Gowmmnm{canadﬂ © \

o nacia-0C. COf
‘ I 3 FOTSE @canad
notifiCan

Action Required e
W, 1'_U _]ILT JIL'. be :.ua',ﬂ'?n(‘ I1‘:|
oo o to confirm you r deta >
' Click her to hit Ottawa
Major storm schoo\s ol osed
k tomorrow =~
0K Q30 T
Even if it looks and ' Check the sender, Look for trusted
sounds real, confirm . website or contact sources and check
it's actually them. the organization the context before
directly. sharing.
Just because it looks real
PAUSE CONFIRM doesn’t mean it is. Verify
Take a moment Verify the person, Only proceed the person, source or claim
before you source or claim when you're instead of relying on how
respond. tl:w%h!a trusted sure it's real. real it seems.
channei.

NEXT STOP
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SOCIAL MEDIA & PRIVACY ))

YOUR FEED KNOW
MORE THAN YOU THINK

What you post can reveal more than r
you intend — from your location and |
routines to personal details. Adjust your
privacy settings, watch for suspicious

messages, and think before sharing.

YOUR LOCATION YOUR WORK YOUR NETWORK | YOUR PERSONAL DETAILS

Tells them where you are. Tells them where you work. Tells them who you know. Tells them key information

L
26 today! .
Grateful for another amazing year!

Best weekend with my
favourite people! ¥

Ancther day on the job!

#Team #0perations #Proud

Posting your location ' Photos in uniform, B et Posts like “26 today!”
in real time can show . badge or office spaces gged p can reveal your exact
where you are — at can reveal can reveal your birthday and year —
y your : ; ;
friends, family and useful for guessing

home, work or away. workplace. \ L
associates. your passwords.

QUICK TIPS: KEY TAKEAWAY

Your online activity can

PAUSE BE CAUTIOUS reveal more than you think.
Think before Hel\-'iew your Watch for suspicious Share mindfully. protect
you post, privacy settings eRAges Wi your privacy, and be cautious
regularly. requests and ¢ d
filen accoii e of unexpected messages.
E——

NEXT STOP

E3 READY  CYBER BE SMART. BE SAFE. BE - PRIVACY PIT STOP



SOCIAL MEDIA & PRIVACY )2

PRIVACY PITSTOP A )
THINK BEFORE YOU SHARE RS S IE -9

Your personal information is valuable.
From what you share online to the apps

you use and the Al tools you try, every 24X Y e '
detail can add up. Be mindful of what you | qa BE SMART
share, who can see it, and what access | k‘ WITH Al TUG[S J

you give.

PERSONAL
INFBRMATIUN

[ . .
3 ) aimoos
‘ "

Sharing your location
in real time can show

Details like your full
name, birthday, home

Only give permissions Avoid sharing sensitive
to apps you trust and information with Al

address or travel plans where you are — at review them regularly. tools, such as personal

can be used by home, work or away. Turn off access you details, work data or

attackers. don't need. confidential files.
QUICK TIPS: KEY TAKEAWAY

Your personal information

PAUSE PROTECT has value. Share carefully,

Think before Check your privacy Keep personal and manage your privacy settings,

you share. settings and app sensitive information review app permissions, and
permissions off public platforms be cautious with what you
regularty. and out of Al tools. give to Al tools.

NEXT STOP
10
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SOMETHING HRPPENED.
NOW WHAT?

Whether you clicked a suspicious link,
sent money, shared a code, lost an
account or are being impersonated,
it's important to act quickly. Knowing
what to do can help limit the damage
and get you back on track.

CLICKED A
SUSPICIOUS LINK

RESPOND & RECOVER

Your verification code is:

482091

B =
Do not share this code A Oim Folkai®
with anyone.

Follower:

5
=

Recover your account §&

Disconnect if needed, ' Contact your bank Change your
using official channels,

run a scan, change . immediately, report passwords right away,

your passwords and the fraud and keep turn on multi-factor enable stronger
watch for unusual records of the authentication and security and let your
activity. transaction, monitor your accounts. contacts know.

QUICK TIPS:

KEY TAKEAWAY

Acting quickly can reduce

PAUSE MONITOR damage and help you recover.
Take a moment Follow the right Keep an eye on Know the steps to take
and assess steps and contact your accounts and keep your accounts
the situation. your bank, platform for any unusual secure
or IT support activity. —
————]

NEXT STOP
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YIIII’RE
READY! @

BE SMART. BE SAFE. BE READY.

You've completed the road map. Now it's time
to put it into action and keep the momentum
going. A safer, more confident digital life

Is within reach — and it starts with you.

REVIEW KEEP THE ' PRAGTICE q? LEAD BY EXAMPLE
YOUR HABITS CONVERSATION GOING | AND IMPROVE

Take a few minutes Talk about online safety Use what you've learned,
to check your online with your family, friends keep exploring resources,
habits and make sure and community.
they're up to date.

Show others that online
safety matters — at home,

work, school and in
and build new habits. your community.

A SAFER, MORE CONFIDENT Lk

Are aware, informed, and empowered.
CANADA STARTS TODAY. COMMUNITIES
By making small changes and staying informed, Are safer, stronger, and more connected.
we can all reduce risk, faster, and build
a safer, more resilient Canada — together CANADA

Is more resilient and ready for what's next.




